
In the past, getting computing close to where it’s needed has been an extreme 
logistical challenge. However, advances in edge computing technology are making 
it possible to place rugged, secure, high-performance servers directly in the hands 
of troops wherever missions take them—in helicopters, airplanes, submarines, or 
the middle of the desert.

As use cases such as signals intelligence, unmanned aircraft systems (UASs), 
weapons systems, and electronic warfare continue to reshape the battlefield, 
today’s military personnel need on-demand access to flexible systems that are 
easy to use and that can move, store, and process vast amounts of data in near-real 
time. These field deployments can be severely space and resource constrained as 
well, making it essential to minimize the size, weight, and power of systems.

Defense servers also need to meet the military’s extremely stringent security 
requirements. However, applying all the advanced security needed manually can 
take weeks, leading to deployment delays active missions simply can’t afford. 
Edge computing systems must be easily customized with all the features and 
functionality needed to enable rapid decision-making, protect critical data, 
and accomplish critical tasks. Powered by 3rd Generation Intel® Xeon® Scalable 
processors, the BAM family of edge servers from Trenton Systems brings 
computing to the edge where troops need it.

Meeting the challenges of security, space, and environment
Problem 1: Securing supply chain and preventing cybersecurity threats

Global cyberattacks are increasing in both frequency and sophistication. 
Technology advances make it easier to wage cyberattacks. Systems and networks 
can now be taken down with online tools linked to embedded software. 

Defense sector clients require server solutions to be manufactured, assembled, 
tested, and validated in the USA. Even if an original equipment manufacturer (OEM) 
or system integrator can check all these boxes, short end-of-life (EOL) cycles 
make it harder for defense sector departments to get dependable technology that 
passes lengthy certification processes and works with existing legacy investments.

Problem 2: Need for compact servers to drive real-time edge computing

Military server systems need to be compact, with reduced size, weight, and power. 
Whether fitting into a transport vehicle with other equipment or in a fighter jet, 
minimizing the system’s footprint is very important. Military server systems also 
need to transfer data rapidly from sensor devices to the CPU for analytics tasks. 
Multiple PCIe lanes are required to prevent any losses in performance and enable 
near-real-time edge computing. 

“We chose 3rd Gen Intel® Xeon® 
Scalable processors because 
they’re powerful, because of the 
plethora of security features, and 
because of Intel’s amazing account 
team and support.” 
—Michael Bowling, CEO, Trenton Systems 
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Engineered for high performance and security, Trenton Systems BAM servers 
are easily deployed at the tactical edge for volume processing of near-real-time 
military data and intelligence.

Deliver Performance, Security, and 
Customization at the Edge
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The solution: Trenton Systems BAM servers
The BAM family of solutions is designed to deliver 
exceptional analytics performance across sea, land, 
air, space, and cyber domains. The tactical edge can 
benefit greatly from this solution, as the BAM’s strength 
and performance can be wielded under high-stress 
environments in the field.

Signals intelligence, unmanned UASs, weapons systems, 
and electronic warfare applications, for example, are ideal 
applications for the BAM systems because they naturally 
produce volumes of communications and intelligence data 
that must be transferred, managed, and stored quickly, 
reliably, and securely wherever military missions occur. 

These and other defense use cases require applications 
to be processed at high speeds, transferring and receiving 
information from a variety of largely sensor-based 

installations distributed across harsh military environments. 
This information creates a common operational picture 
for command-and-control leaders, helping guide critical 
decision-making events and impacting the safety, efficiency, 
and success of a given mission or operation.

A resilient, bottom-to-top computing solution 
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Meets government requirements: The Trenton BAM server 
meets FIPS 140-2, a US government security standard, and 
is compliant with the TAA by being manufactured in the 
US. Cybersecurity maturity model certification (CMMC) is in 
progress.

Problem 3: Harsh environments

Defense compute solutions often need to sustain extreme 
shock, vibration, temperature, humidity, and other harsh 
environmental conditions. Whether operating on a 
submarine or in the desert, military servers do not have the 
commercial environmental controls of an air-conditioned 
data center.

Security from beginning to end

Featuring 3rd Gen Intel Xeon Scalable processors, Trenton 
BAM servers employ a holistic approach to cybersecurity, 
with Xeon® processors providing a wide array of security 
features to protect system hardware, firmware, and software. 
Key security features offered by 3rd Generation Intel Xeon 
processors include Intel® Software Guard Extensions (Intel® 
SGX)—which creates secure enclaves for running code—
and Intel® Platform Firmware Resilience (Intel® PFR) to help 
protect the various platform firmware components. 

The Trenton solution also adheres to the defense industry’s 
latest cybersecurity protocols, including the FIPS 140-2 
government security standard. Trenton Systems BAM server 
solutions—and all their components—are designed and 
manufactured entirely in a secure US facility, including the 
printed circuit boards (motherboards, processor boards) and 
all components that are mechanical, software, and electrical 
engineering related. This reduces the likelihood of physical 
tampering, counterfeit parts insertion, and other hardware 
security risks.

Why is firmware vulnerable?
Firmware is nonvolatile, so malware survives a hard reset, 
and anything at this level has highly privileged access to 
top-stack layers, including sensitive data.
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Trenton Systems has also developed the innovative 
Counterfeit Protection Program (CPP) that crushes security 
and functionality issues associated with counterfeit electronic 
parts. Developed by Trenton Systems’ quality and compliance 
department, the CPP is a significant initiative within 
Trenton’s overall supply chain security program. It’s based 
on the concepts of risk identification, mitigation, detection, 
avoidance, disposition, and reportage of suspect counterfeit 
parts and assemblies, all of which can jeopardize the security 
and functionality of a mission-critical computing solution. This 
first-line-of-defense program is continuously enhanced as 
well, based on collected data and industry trends. 

In addition to built-in security and advanced protocols, 
Trenton Systems is TAA compliant, has components that 
adhere to the Commercial Solutions for Classified (CSfC) 
certification, is ISO 9001 compliant, and uses FIPS 140-2 self-
encrypting storage drives. To maintain the industry’s highest 
quality standards, BAM server manufacturing facilities are 
compliant with ISO 9001 and military standards such as MIL-
STD-810, MIL-DTL-910E, and DO-160.

Trenton Systems is also working toward obtaining the 
Cybersecurity Maturity Model Certification (CMMC) through 
the Office of the Under Secretary of Defense for Acquisition 
and Sustainment and is pursuing AS9100 certifications, 
further demonstrating the company’s unwavering 
commitment to data security.

Extended core count and additional PCIe Gen 4 slots

The newest BAM server comes in a two-socket configuration, 
with each socket containing a 3rd Gen Intel Xeon Scalable 
processor with 32 cores. This configuration is ideally suited 
for high-performance applications because the Intel Xeon 
processors support PCle Gen 4 slots, which allow the I/O to 
keep up with performance increases. 

The BAM has 11 PCIe Gen 4 slots. PCIe 4.0 boasts a 16 GT/s 
transfer rate, or up to 31.5 GB/s in throughput in a x16 slot 
configuration, without switches—which would create serious 
bottlenecks. Six of the slots are x8 slots (15.8 GB/s), while five 
are x16 slots (31.5 GB/s). The x16 slots are single-spaced apart 
for normal cards but can accommodate four double-wide GPU 
cards, ensuring that all x16 slots are highly usable.1

With the additional PCle 4.0 slots, Trenton Systems has 
provided extra capacity to support the increased speeds 
needed for electronic warfare, signals intelligence, safety, 
reconnaissance, and other core defense and aerospace 
industry applications. The slots increase the system’s GPU 
capabilities as well, an important asset for military personnel 
as applications are constantly expanding in both their 
complexity and computing requirements. 

Faster performance and higher memory bandwidth

The BAM server comes equipped with 24 DDR4-3200 RDIMM 
ECC slots and support for Intel® Optane™ persistent memory 
(Intel® Optane™ PMem) 200 Series SSD. This functionality 
leverages 3rd Generation Intel Xeon Scalable processor 
technology for a significant boost in memory performance. 
Plus, the full physical memory is encrypted with Intel® Total 
Memory Encryption (Intel® TME). 

Based on a balanced, efficient architecture that increases 
core performance, memory, and I/O bandwidth, the new 
3rd Gen Intel Xeon Scalable processors accelerate diverse 
workloads from the data center to the edge. Key technologies 
that support these increases include Intel® Deep Learning 
Boost, Intel® Advanced Vector Extensions 512, and Intel® 
Speed Select Technology. When compared to previous 
generations, 3rd Gen Intel Xeon Scalable processors offer on 
average 1.46x gen-on-gen performance improvement, up 
to 1.60x higher memory bandwidth, and up to 2.66x higher 
memory capacity compared to the previous generation.1  

Compact size and increased durability

Trenton Systems also offers a small-form-factor mission 
computer family of products (the TAC) that are sealed, 
lightweight (weighing less than five pounds), and that operate 
without fans, for improved SWaP-C. Carefully designed 
chassis internals and an optimized board layout support 
maximum performance on TAC systems that, in turn, 
optimize workload management.

Replacing legacy systems is simplified
Retesting, requalifying, and recertifying a new system is a 
time-consuming but necessary endeavor to meet the needs 
and requirements of ever-advancing defense systems at the 
tactical edge. Trenton Systems works with customers every 
step of the way to ensure a seamless transition process. 
Trenton’s decades-long life cycle also ensures that customers 
are buying a truly long-lasting, cost-effective solution. 

With a tight revision control process, the ability to control and 
customize the firmware (BIOS), and assistance from Trenton’s 
dedicated in-house support team, Trenton Systems customers 
can expect to receive the same or nearly identical working 
configuration for many years to come. They benefit as well by 
receiving personalized support from the same engineers who 
crafted the computing solution.

Trenton Systems and Intel: Delivering 
performance at the edge
Trenton Systems is an Intel® Partner Alliance member, an 
active member of the Intel® IoT Solutions Community, and a 
participant in the Early Access Program. Using 3rd Gen Intel 
Xeon Scalable processors, the Trenton Systems BAM family 
of products addresses current market trends, including the 
need to make security a top priority and incorporate the most-
reliable, long-life components and technologies into rugged 
edge computing systems for deployment anywhere. Trenton 
Systems is also releasing a 2U BAM variant, which has an even 
smaller footprint, while offering several PCIe slots and front-
removable drives, all with the same board-level security and 
Intel® technologies as the 3U BAM. 

Trenton Systems uses Intel® components to power its TAC 
mission computers, a family of small-form-factor edge 
computers designed for military and aerospace platforms. TAC 
mission computers are lightweight, airtight, and built to perform 
in extreme temperatures ranging from -51°C to +85°C.
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1. https://www.intel.com/content/www/us/en/products/docs/processors/xeon/3rd-gen-xeon-scalable-processors-brief.html
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Learn more
Trenton BAM servers

Built with 3rd Gen Intel Xeon Scalable processors, BAM servers deliver performance for 
AI applications, ruggedness for field deployments, and flexibility for customization.

Learn more ›

3rd Gen Intel Xeon Scalable processors

Get greater performance, more memory bandwidth, and hardware-enabled security 
features to enable and enhance your AI and IoT deployments.

Learn more ›

Conclusion
To meet the modern demands of defense, military operations 
are increasingly reliant on a growing stream of data. To 
put this data to use with minimal latency, they need edge 
computing systems that are lightweight, compact, and 
rugged enough to perform in the world’s most remote 
locations under the harshest of conditions. Troops need 
to deploy high-performance systems rapidly so real-time 
data and intelligence can be processed on the front lines to 
support missions in progress. These systems must also be 
protected by layers of advanced security to safeguard critical 
data, intelligence, operations, assets, and personnel. 

Engineered to meet all of today’s requirements at the tactical 
edge, Trenton Systems’ BAM servers are ideally suited for 
military deployments. They give defense contractors and 
military leadership the computing power and room for 
innovation that help them to keep pace with new use cases 
and data streams, and to stay ahead of their highly motivated 
adversaries. With 3rd Gen Intel Xeon Scalable processors 
driving their performance, BAM servers provide the processing 
power, security, and rugged durability to reliably run data-
intensive defense applications across any battle space 
encountered—at sea, in space, on land, or in cyberspace. 
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