D ATA S E C U R I T Y
O U T S I D E T H E F I R E WA L L

Why You Need
to Focus on
Endpoint Security
With so many employees working from home or
on the go, companies have faced rapid increases
in the number and variety of endpoints, leaving a
vast attack surface for cybercriminals. Traditional
cloud, data center, and software security layers
can’t fully protect your enterprise from these
endpoint attacks.

T H E SO LU T I O N ?
Security built into the PC hardware.

The stakes are high
Successful attacks can take down organizations and large swaths
of regional, national, and global economies.
Energy
May 2021: Colonial Pipeline suffered a ransomware
attack that shut down operations for over a week,
resulting in gasoline shortages and price spikes.2

Food

$2.6

June 2021: JBS, the world’s largest meatpacker, shut
down plants in the U.S. and Australia in response to a
ransomware attack.³

million

Healthcare

Average cost of malware
attack on a company¹

October 2020: A ransomware attack disrupted UVM
Medical Center for nearly a month.⁴

Cybercriminals have become bolder
and more creative
IT and security teams face greater complexity and sophistication
in the battle against cybercrime.
Ransomware

Firmware vulnerabilities

costs vary greatly. The average payment
among the 37% of respondents to a
2021 report who experienced an attack
was $170,404.⁵

have grown nearly 5X between
2017 and 2021.⁷

Supply chain corruption

risks include counterfeiting, unauthorized
production, tampering, theft, and insertion
of unexpected software and hardware.

Cryptojacking

malware, which can operate undetected
on infected devices for months or more,
can slow computers dramatically and
keep them from operating normally.⁶

Control-flow hijacking
uses legitimate application code
to access systems and data.

Software-only security solutions fall short
Threats can bypass the OS level where software solutions operate,
instead using remote worker PCs as a direct vector into networks,
cloud, and SaaS applications.

1.

Unverified PC components

2.

Rootkit firmware attacks

open door to supply chain attacks.

subvert boot flow execution, firmware,
and OS image.

3.

Bootloader attacks

4.

Credential exploitation

5.

App and memory attacks

6.

Antivirus evasion

exploit the unverified security status
below the OS trusted computer base (TCB).

including physical cold boot attacks,
control-flow hijacking, and processing
untrusted web or office app data.

occurs when malware disguises itself
to evade traditional antivirus file and
signature-based detections.

takes advantage of insecure passwordbased login stolen from an authorized user.

The solution?

Built-in hardware-based PC security
Security teams looking to improve threat intelligence, hunting, analysis,
and rapid response capabilities should evaluate hardware-based
security solutions. They’d be in good company.

76%

73%

of security
professionals say
it’s highly important
that their technology
provider offer
hardware-assisted
capabilities to mitigate
software exploits.8

say they’re more
likely to purchase
technologies and
services from companies
that proactively
find, mitigate, and
communicate security
vulnerabilities.⁹

Nearly

9 in 10

agree modern
hardware would
help protect against
future threats.10

LEARN MORE ABOUT

How to protect your users’
PC against sophisticated
cyberattacks.
Notices and Disclaimers
Intel technologies may require enabled hardware, software or service activation.
No product or component can be absolutely secure.
Your costs and results may vary.
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